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CyberForcelQ continues to work
N OV E M B E R 2 0 24 diligently to detect the latest threats

within the cyber landscape. We are excited

to share our most recent Monthly Bulletin

to cover the most prominent security

incidents over the past month and discuss
B U I I E T I N new Digital Forensics and Incident

Response measures used by both
adversaries and security professionals.

LCAELCEVETS

Incident Response Plans (IRPs)are crucial for
minimizing damage from cyberattacks, yet
20% of companies and 37% of healthcare
organizations lack a documented plan.

An effective IRP includes defined procedures,
regular testing, and continuous improve-

ments to help organizations respond swiftly
and reduce recovery time.

With advanced tools like EDRSilencer evading
detection, multi-layered security and proac-
tive threat hunting are essential to defend
against sophisticated cyber threats.

Case Study

The Critical Importance of Incident Response Plans

In today’s evolving threat landscape, having a robust Incident Response Plan (IRP) is essential for organizations of all
sizes. These plans play a crucial role in minimizing the damage from cyberattacks, ensuring rapid recovery, and
maintaining stakeholder trust. Alarmingly, studies from 2024 indicate that 20% of companies lack a documented

IRP. Even more concerning, 37% of healthcare organizations do not have an IRP in place, despite it being a requirement
under the Health Insurance Portability and Accountability Act (HIPAA).

Key Components of an Effective Incident Response Plan

A comprehensive IRP should include the following elements:

¢ Preparation: Clearly define what constitutes an incident, along with severity ratings and prioritization procedures.
¢ |dentification: Establish protocols for quickly recognizing potential incidents.

e Containment: Outline immediate steps to contain incidents and prevent further damage.

¢ Eradication: Detail processes for removing threats and vulnerabilities.

* Recovery: Define how to restore systems and services to normal operation.

e Lessons Learned: Incorporate a review process to enhance future responses.

Additionally, roles and responsibilities should be clearly defined, with updated contact information for all team

members including after-hours and on-call procedures. It's vital to include a reference to the organization’s
documented communication procedures for various incident types.

Testing and Continuous Improvement

IRPs should be tested regularly through tabletop exercises. These simulations help identify potential issues and
allow for corrective actions before an actual incident occurs. Without regular testing, organizations risk losing
valuable time during a breach, potentially leading to prolonged recovery, significant financial losses, and
regulatory penalties.

Our Commitment

At CyberForcelQ, we are dedicated to helping organizations create, refine, and test their Incident Response Plans.
We believe this is part of our mission to protect the cyber realm as a collective force for good.

External Trend

Threat actors have been observed utilizing EDRSilencer, a red-team operations tool, to identify endpoint detection
processes and silence security alerts. EDRSilencer leverages the Windows Filtering Platform to monitor, block, or
modify network traffic. EDRSilencer can be used to block 16 Endpoint Detection Response (EDR) tools, including
Microsoft Defender, SentinelOne, FortiEDR, Cylance, Carbon Black, and more.

By integrating EDRSilencer into their attacks, threat actors can evade detection. This tool interrupts the data
exchange between the endpoint and the management server, effectively blocking EDR alerts and telemetry reports.
Once these alerts are silenced, attackers can execute malicious payloads with a reduced chance of detection,
preventing endpoint activity logs from reaching the management console. This increases the likelihood of success-
ful ransomware attacks and significant business disruptions.

Recommendations

Implement and Maintain Multi-layered Security Controls: Employ network segmentation
to limit lateral movement and use defense-in-depth policies by combining firewalls,
intrusion detection, antivirus, and EDR solutions.

Advanced Endpoint Security: Utilize behavioral analysis and application whitelisting to
detect unfamiliar activities and control the use of unauthorized software.

Proactive Threat Hunting: Reqgularly investigate the environment for indicators of
compromise and advanced persistent threats.

Ty

Mandatory Access Controls: Enforce the principle of least privilege to limit access to
sensitive data across network locations.

How CyberForcelQ Can Help

For 29 years, CyberForcelQ has been a trusted name in advancing cybersecurity programs. Our expertise lies in
designing and executing measurable cybersecurity strategies tailored to organizations of all sizes. With a track
record of proven results, we offer services such as customized security assessments, robust security operations
centers, and comprehensive strategic guidance. Let us assist your organization in prioritizing its goals, elevating your
cybersecurity capabilities, and providing meaningful measurements of progress. Our participants are innovative
leaders who share optimal strategies to implement and advance a proven cybersecurity program. CyberForcelQ
together with our participants protecting the cyber realm.

Contact Us For More Information
248-837-1400 « solutions@cyberforceq.com




